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1. Web-Service Introduction 

Healthix consent web-service is an API services through which Healthix communicates  patient consent 
registered at Healthix to its Participant. When clinician search for a patient in their EMR, an automated 
web-service request triggers to Healthix with Facility ID and patient MRN. Healthix will use this information 
to search for consent.  
 

2. Steps for Healthix Consent Web-service 

 
1. User searches patient on their EHR 
2. EHR generates the request to Healthix with the following attributes and SOAP envelope 

Item Required/
Optional 

Format 

Patient’s MRN  Required  

Facility ID (Will be Provided by Heatlhix) Required  

Site Security Certification (Provided by 

Healthix) 

Required  

3. EHR sends generated request to Healthix.  

Site Request (Interim): 

POST http://zephyr:81/TestSaml/ HTTP/1.1 
Accept: text/html, application/xhtml+xml, */* 
Accept-Language: en-US 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko 
Content-Type: application/x-www-form-urlencoded 
Accept-Encoding: gzip, deflate 
Host: zephyr:81 
Content-Length: 8921 
DNT: 1  
Connection: Keep-Alive 
Pragma: no-cache 
 
SAMLResponse=PHNhbWxwOlJlc3BvbnNlIHhtbG5zOnNhbWw9InVybjpvYXNpczpuYW1lczp0YzpTQ
U1MOjIuMDphc3NlcnRpb24iIHhtbG5zOnhzPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGV
tYSIgeG1sbnM6ZHM9Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyMiIHhtbG5zOnh
zaT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS9YTUxTY2hlbWEtaW5zdGFuY2UiIElEPSJfNThkOGM4
OTgtYzFjMC00MzhmLTk4YmQtMTEzYWQ1N2E0MjQwIiBWZXJzaW9uPSIyLjAiIElzc3VlSW5zdGFudD
0iMjAxNi0wMy0yOFQyMToxMTo1OC40NTIzOTUxWiIgRGVzdGluYXRpb249Imh0dHA6Ly96ZXBoeXI
6ODEvVGVzdFNhbWwvIiB4bWxuczpzYW1scD0idXJuOm9hc2lzOm5hbWVzOnRjOlNBTUw6Mi4wOn
Byb3RvY29sIj48c2FtbDpJc3N1ZXI%2BdXJuOlNUUy1BcHAtRGV2PC9zYW1sOklzc3Vlcj48U2lnbmF0d
XJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48
Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMT
AveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53M
y5vcmcvMjAwMC8wOS94bWxkc2lnI3JzYS1zaGExIiAvPjxSZWZlcmVuY2UgVVJJPSIjXzU4ZDhjODk4L
WMxYzAtNDM4Zi05OGJkLTExM2FkNTdhNDI0MCI%2BPFRyYW5zZm9ybXM%2BPFRyYW5zZm9ybS
BBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2
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lnbmF0dXJlIiAvPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3
htbC1leGMtYzE0biMiPjxJbmNsdXNpdmVOYW1lc3BhY2VzIFByZWZpeExpc3Q9IiNkZWZhdWx0IHNh
bWxwIHNhbWwgeHMgZHMgeHNpIiB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94b
WwtZXhjLWMxNG4jIiAvPjwvVHJhbnNmb3JtPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29
yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI3NoYTEiIC8%2BPERpZ2VzdF
ZhbHVlPmc1WEhTSkNlRmt5NUJZbU9kSmtGNUlYZ0tXRT08L0RpZ2VzdFZhbHVlPjwvUmVmZXJlbmN
lPjwvU2lnbmVkSW5mbz48U2lnbmF0dXJlVmFsdWU%2BRjliUmlRSUFUU3VEazZRRzNQcmdPRUE3R
TN4N1hDTjZGUDZpWEszbUhmanhuQnVtY2dqK0V5YW5iaWlhRithZHptYzAyTW9LZ3hIQTVNRzBZY
280L0E2OFJHRUdkSVFVdGNmSG9zTGd0dis3elRmUElhbXFJUmRkQVg5THIxZzIvUDBEMEdQaUcwQ
3dFMkZxcFZoVzNCMmxJOG1KL25MV2VOM1c0VGpCNGN2Q3ZCZFlvN1JPOHB6emoxT21odmQ4T3
FZcmY5YWxLM3JZRms2WFhHMTlZejUyR1dHUk9ud2FpYWFNMDI2aDZBUjE2Z09qalp5SlJkMkpQSS
9XYU1uZkgxYWNnRjBzQkdySXhzTGJjeHB3eWVJQVBhTFZpdGdvZS9LeXVVVTM4OFZMb2dua3pLLz
Q3dW1nZXNiT1hDN2dkbUZrM3dxL0o0YUxPTWJoUGxuSVBBPT08L1NpZ25hdHVyZVZhbHVlPjxLZXl
JbmZvPjxYNTA5RGF0YT48WDUwOVN1YmplY3ROYW1lPkNOPUVwaWNTVFMxNTwvWDUwOVN1Y
mplY3ROYW1lPjxYNTA5Q2VydGlmaWNhdGU%2BTUlJQyt6Q0NBZU9nQXdJQkFnSVF6c0ViREhCMF
BwZEtZRDE1V2dIK2FUQU5CZ2txaGtpRzl3MEJBUVFGQURBVU1SSXdFQVlEVlFRREV3bEZjR2xqVTFS
VE1UVXdIaGNOTVRVd05EQTRNakF6TURNMldoY05Nemt4TWpNeE1qTTFPVFU1V2pBVU1SSXdFQV
lEVlFRREV3bEZjR2xqVTFSVE1UVXdnZ0VpTUEwR0NTcUdTSWIzRFFFQkFRVUFBNElCRHdBd2dnRUtB
b0lCQVFDdmlKV1JVUGtubVl6MEVwZ1BlM1k4SVRWbkZnSnJDY0xnOENJc21rbGNGRmJ2ckJmYTloO
W4xcTRKNVdUMEhKWXNJVHdrNGtQNFdXWnd5bkZKNnIwTUs1aDN5WXh2Y0VFbXozb1g4RTNEW
jEyeHZ6T2ZBSS82UkRXUENNZWdyU0p0RFI2QmRrSlBqMkJDVld5U2FxKzVYcFkyS0IwK3hPS0dKdUx
yM1AwODBNYzd0clBvNXhTV2hqQ0NRTEJTanR5eUp0RExibGRxVXkwUGl4c1JuZnNhaXFLakhRSG1y
NVE1aFk5WnU3anpGOGxncWsxbjRqOHNVNTlBK3lPdXR3eTZReFh6N0lpUXZYN2pJd3VXOHNqeVB
3ZDdNb1orSlM0eG5KL0VkRnBzd3Nta043M1drL2pZNzQxS3NiVWN5bkhDTnpCVHhNREpSNTB3Tm
RxZ0RobTdBZ01CQUFHalNUQkhNRVVHQTFVZEFRUStNRHlBRVA5cVhSQWp4dVU5RWhCbGJ6ZzNO
R3loRmpBVU1SSXdFQVlEVlFRREV3bEZjR2xqVTFSVE1UV0NFTTdCR3d4d2RENlhTbUE5ZVZvQi9ta3d
EUVlKS29aSWh2Y05BUUVFQlFBRGdnRUJBR2NFbmJMOWtOb012STBsaU54MUtWNkwvK3RLKzlqV
FlYMzI1azJ3eFQvMzJRUUNBZHhub1lBZ3l5QUo4WExiaExBWGI2ZUVnY0JSSzlkTUJrV3pybHVqVjFCe
XZQT2ZrRHRQMkwwR01DbnNZaHg4ZmFQN2ZMd2tDNXdQRDRQWGJnK05WVTk3SDU3VG5yV1pS
bG10bkd3RXVRSWNNZE9ITTUybFZGNFM2M2RPZEN5a1c0Wm9ZTmxvQzdWMExwYm1ub0V5bk5
oTXVpZ0lWclhIbHREci9YbHovYlhpQUlqM0t1cmdXWCsxYnVpTDZoMk92Qi9LZTcya0d0SFN4OE0vQ
VpzZGhTVm50M2FOS0wvdmg5c2FWbno4K21qOFZTNDBlZXlHdzdKaE1WVlhLYkxDRnFUYVFQRXdV
RW53T1Q4OVMrMkJ3OEVHUHhsbkZSS0hTd1FndXdZPTwvWDUwOUNlcnRpZmljYXRlPjwvWDUwO
URhdGE%2BPC9LZXlJbmZvPjwvU2lnbmF0dXJlPjxzYW1scDpTdGF0dXM%2BPHNhbWxwOlN0YXR1c
0NvZGUgVmFsdWU9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDpzdGF0dXM6U3VjY2VzcyIgLz
48L3NhbWxwOlN0YXR1cz48c2FtbDpBc3NlcnRpb24gVmVyc2lvbj0iMi4wIiBJRD0iX2YzN2ZhMWRlLT
JjYjktNDZjMy04OTUzLThmZjI3MDdmY2Y0MCIgSXNzdWVJbnN0YW50PSIyMDE2LTAzLTI4VDIxOjEx
OjU4LjQ1MjM5NTFaIj48c2FtbDpJc3N1ZXIgRm9ybWF0PSJ1cm46b2FzaXM6bmFtZXM6dGM6U0FN
TDoyLjA6bmFtZWlkLWZvcm1hdDplbnRpdHkiPnVybjpTVFMtQXBwLURldjwvc2FtbDpJc3N1ZXI%2BP
FNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI%2BPFN
pZ25lZEluZm8%2BPENhbm9uaWNhbGl6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3L
nczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8%2BPFNpZ25hdHVyZU1ldGhvZCBBbGdvcml0a
G09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNyc2Etc2hhMSIgLz48UmVmZXJlb
mNlIFVSST0iI19mMzdmYTFkZS0yY2I5LTQ2YzMtODk1My04ZmYyNzA3ZmNmNDAiPjxUcmFuc2Zvc
m1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRza
WcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d3dy53
My5vcmcvMjAwMS8xMC94bWwtZXhjLWMxNG4jIj48SW5jbHVzaXZlTmFtZXNwYWNlcyBQcmVma
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XhMaXN0PSIjZGVmYXVsdCBzYW1sIiB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94b
WwtZXhjLWMxNG4jIiAvPjwvVHJhbnNmb3JtPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29
yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI3NoYTEiIC8%2BPERpZ2VzdF
ZhbHVlPjZtWjQ3YmYwUHdiUXNxUndzYWhUNXkwOENZQT08L0RpZ2VzdFZhbHVlPjwvUmVmZXJlb
mNlPjwvU2lnbmVkSW5mbz48U2lnbmF0dXJlVmFsdWU%2BSjlnWEY3bU82UEFlSWQzUHFITml4VjR
GZUtmOHh3bjBIRzJmM1owVzVuNXdjYjVqUlEzZmh1eUg2SWR0STAvQ1FHbVhDWnF0Wkd0OCtGa
2RXOGIyQ0dJc2hQTkdYRGlQck5CNjBDNXpXSThtZWxQYnZDMk9lY0ZiNTAxTWVJUkVtbnhZejQvOXl
5N3NNd3AwKythbU0vMUM5bDhPRFVZMEdRU1YxZUZ2VTYzQmZOY2lCbnFnd2RHdExYQm1DMEt
6ZXptQk43Wm9OaC9CWWZpUGc1b1V6VE9CUE1pTGU1ajBVVUFVc1NSWit1Z1huNE9Hc3F1R09O
NmpRaWhsMGVISU82enpsVkFJcHNhTFFHL0JMK05LM24rRklxbXFBOGxoTHRKRHAzYk05UlQxWmJ
kN3NrbFlhR0MxbHRDTlNtYS9MRVFQdlRoS0FZQzI0THMyZFRDRkxnPT08L1NpZ25hdHVyZVZhbHVl
PjxLZXlJbmZvPjxYNTA5RGF0YT48WDUwOVN1YmplY3ROYW1lPkNOPUVwaWNTVFMxNTwvWDUw
OVN1YmplY3ROYW1lPjxYNTA5Q2VydGlmaWNhdGU%2BTUlJQyt6Q0NBZU9nQXdJQkFnSVF6c0ViR
EhCMFBwZEtZRDE1V2dIK2FUQU5CZ2txaGtpRzl3MEJBUVFGQURBVU1SSXdFQVlEVlFRREV3bEZjR2x
qVTFSVE1UVXdIaGNOTVRVd05EQTRNakF6TURNMldoY05Nemt4TWpNeE1qTTFPVFU1V2pBVU1SS
XdFQVlEVlFRREV3bEZjR2xqVTFSVE1UVXdnZ0VpTUEwR0NTcUdTSWIzRFFFQkFRVUFBNElCRHdBd2
dnRUtBb0lCQVFDdmlKV1JVUGtubVl6MEVwZ1BlM1k4SVRWbkZnSnJDY0xnOENJc21rbGNGRmJ2ckJ
mYTloOW4xcTRKNVdUMEhKWXNJVHdrNGtQNFdXWnd5bkZKNnIwTUs1aDN5WXh2Y0VFbXozb1g4
RTNEWjEyeHZ6T2ZBSS82UkRXUENNZWdyU0p0RFI2QmRrSlBqMkJDVld5U2FxKzVYcFkyS0IwK3hPS
0dKdUxyM1AwODBNYzd0clBvNXhTV2hqQ0NRTEJTanR5eUp0RExibGRxVXkwUGl4c1JuZnNhaXFLak
hRSG1yNVE1aFk5WnU3anpGOGxncWsxbjRqOHNVNTlBK3lPdXR3eTZReFh6N0lpUXZYN2pJd3VXOH
NqeVB3ZDdNb1orSlM0eG5KL0VkRnBzd3Nta043M1drL2pZNzQxS3NiVWN5bkhDTnpCVHhNREpSN
TB3TmRxZ0RobTdBZ01CQUFHalNUQkhNRVVHQTFVZEFRUStNRHlBRVA5cVhSQWp4dVU5RWhCbG
J6ZzNOR3loRmpBVU1SSXdFQVlEVlFRREV3bEZjR2xqVTFSVE1UV0NFTTdCR3d4d2RENlhTbUE5ZVZv
Qi9ta3dEUVlKS29aSWh2Y05BUUVFQlFBRGdnRUJBR2NFbmJMOWtOb012STBsaU54MUtWNkwvK3
RLKzlqVFlYMzI1azJ3eFQvMzJRUUNBZHhub1lBZ3l5QUo4WExiaExBWGI2ZUVnY0JSSzlkTUJrV3pybH
VqVjFCeXZQT2ZrRHRQMkwwR01DbnNZaHg4ZmFQN2ZMd2tDNXdQRDRQWGJnK05WVTk3SDU3V
G5yV1pSbG10bkd3RXVRSWNNZE9ITTUybFZGNFM2M2RPZEN5a1c0Wm9ZTmxvQzdWMExwYm1u
b0V5bk5oTXVpZ0lWclhIbHREci9YbHovYlhpQUlqM0t1cmdXWCsxYnVpTDZoMk92Qi9LZTcya0d0SFN
4OE0vQVpzZGhTVm50M2FOS0wvdmg5c2FWbno4K21qOFZTNDBlZXlHdzdKaE1WVlhLYkxDRnFUYV
FQRXdVRW53T1Q4OVMrMkJ3OEVHUHhsbkZSS0hTd1FndXdZPTwvWDUwOUNlcnRpZmljYXRlPjwv
WDUwOURhdGE%2BPC9LZXlJbmZvPjwvU2lnbmF0dXJlPjxzYW1sOlN1YmplY3Q%2BPHNhbWw6Tm
FtZUlEIE5hbWVRdWFsaWZpZXI9Ikh5cGVyc3BhY2UiIEZvcm1hdD0idXJuOm9hc2lzOm5hbWVzOnRj
OlNBTUw6MS4xOm5hbWVpZC1mb3JtYXQ6dW5zcGVjaWZpZWQiPjExMzg5PC9zYW1sOk5hbWVJR
D48c2FtbDpTdWJqZWN0Q29uZmlybWF0aW9uIE1ldGhvZD0idXJuOm9hc2lzOm5hbWVzOnRjOlNBT
Uw6Mi4wOmNtOmJlYXJlciI%2BPHNhbWw6U3ViamVjdENvbmZpcm1hdGlvbkRhdGEgTm90QmVm
b3JlPSIyMDE2LTAzLTI4VDIxOjExOjU4LjQ1MjM5NTFaIiBOb3RPbk9yQWZ0ZXI9IjIwMTYtMDMtMjh
UMjI6MTE6NTguNDUyMzk1MVoiIFJlY2lwaWVudD0iaHR0cDovL3plcGh5cjo4MS9UZXN0U2FtbC8iI
C8%2BPC9zYW1sOlN1YmplY3RDb25maXJtYXRpb24%2BPC9zYW1sOlN1YmplY3Q%2BPHNhbWw6
Q29uZGl0aW9ucyBOb3RCZWZvcmU9IjIwMTYtMDMtMjhUMjE6MTE6NTguNDUyMzk1MVoiIE5vdE
9uT3JBZnRlcj0iMjAxNi0wMy0yOFQyMjoxMTo1OC40NTIzOTUxWiI%2BPHNhbWw6QXVkaWVuY2V
SZXN0cmljdGlvbj48c2FtbDpBdWRpZW5jZT5odHRwOi8vemVwaHlyOjgxL1Rlc3RTYW1sLzwvc2FtbD
pBdWRpZW5jZT48L3NhbWw6QXVkaWVuY2VSZXN0cmljdGlvbj48L3NhbWw6Q29uZGl0aW9ucz48c
2FtbDpBdHRyaWJ1dGVTdGF0ZW1lbnQ%2BPHNhbWw6QXR0cmlidXRlIE5hbWU9Im1ybiI%2BPHNh
bWw6QXR0cmlidXRlVmFsdWUgeHNpOnR5cGU9InhzOnN0cmluZyI%2BMTIzNjkzPC9zYW1sOkF0dH
JpYnV0ZVZhbHVlPjwvc2FtbDpBdHRyaWJ1dGU%2BPHNhbWw6QXR0cmlidXRlIE5hbWU9InNlcnZpY
2VhcmVhIj48c2FtbDpBdHRyaWJ1dGVWYWx1ZSB4c2k6dHlwZT0ieHM6c3RyaW5nIj48L3NhbWw6
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QXR0cmlidXRlVmFsdWU%2BPC9zYW1sOkF0dHJpYnV0ZT48c2FtbDpBdHRyaWJ1dGUgTmFtZT0idX
NlciI%2BPHNhbWw6QXR0cmlidXRlVmFsdWUgeHNpOnR5cGU9InhzOnN0cmluZyI%2BSVZFVFRFUj
wvc2FtbDpBdHRyaWJ1dGVWYWx1ZT48L3NhbWw6QXR0cmlidXRlPjwvc2FtbDpBdHRyaWJ1dGVTd
GF0ZW1lbnQ%2BPHNhbWw6QXV0aG5TdGF0ZW1lbnQgQXV0aG5JbnN0YW50PSIyMDE2LTAzLTI4
VDIxOjExOjU4LjQ1MjM5NTFaIj48c2FtbDpTdWJqZWN0TG9jYWxpdHkgQWRkcmVzcz0iMTAuMTI4L
jIuMTYwIiBETlNOYW1lPSJlcGljLmNvbSIgLz48c2FtbDpBdXRobkNvbnRleHQ%2BPHNhbWw6QXV0aG
5Db250ZXh0Q2xhc3NSZWY%2BdXJuOm9hc2lzOm5hbWVzOnRjOlNBTUw6Mi4wOmFjOmNsYXNzZ
XM6UGFzc3dvcmRQcm90ZWN0ZWRUcmFuc3BvcnQ8L3NhbWw6QXV0aG5Db250ZXh0Q2xhc3NSZ
WY%2BPC9zYW1sOkF1dGhuQ29udGV4dD48L3NhbWw6QXV0aG5TdGF0ZW1lbnQ%2BPC9zYW1sO
kFzc2VydGlvbj48L3NhbWxwOlJlc3BvbnNlPg%3D%3D 

 

4. Healthix verifies that secure token, user credentials. 

5. Once authenticated and authorized, Healthix query HealthShare for Patient Information and 

check patient’s consent. 

6. Healthix generates response which includes patient consent registered at Healthix.  

 

Healthix Response: TBD 


