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Version Date Author Comments

0.1 April 27, 2016 Naitik Patel Create initial document.

B Interim note: Healthix is currently building automated web-services, whose development and
testing will result in updates to this specification through mid-2016.
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1. Web-Service Introduction

Healthix consent web-service is an APl services through which Healthix communicates patient consent
registered at Healthix to its Participant. When clinician search for a patient in their EMR, an automated
web-service request triggers to Healthix with Facility ID and patient MRN. Healthix will use this information
to search for consent.

2. Steps for Healthix Consent Web-service

User searches patient on their EHR
EHR generates the request to Healthix with the following attributes and SOAP envelope

Item Required/ Format
Optional

Patient’s MRN Required

Facility ID (Will be Provided by Heatlhix) Required

Site Security Certification (Provided by Required

Healthix)

EHR sends generated request to Healthix.

Site Request (Interim):

POST http://zephyr:81/TestSaml/ HTTP/1.1

Accept: text/html, application/xhtml+xml, */*
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWG64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate

Host: zephyr:81

Content-Length: 8921

DNT: 1

Connection: Keep-Alive

Pragma: no-cache

SAMLResponse=PHNhbWxwOlJIc3BvbnNIIHhtbG5z0nNhbWw9InVybjpovYXNpczpuYW1lczp0YzpTQ
UIMOjluMDphc3NIcnRpb24ilHhtbG5z0nhzPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGV
tYSlgeG1sbnM6ZHM9ImhOdHA6Ly93d3cudzMub3inLzIwMDAvMDkveG1sZHNpZyMilHhtbG5z0nh
zaTOiaHROcDovL3d3dy53My5vemcvMjAwMS9YTUxTY2hIbWEtaW5zdGFuY2UIlIEIEPSIfNThkOGMA4
OTgtYzFiMCOOMzhmLTk4YmQtMTEzYWQIN2EOMjQwliBWZXJzaW9uPSlyLjAilElzc3VISW5zdGFudD
O0iMjAxNiOwMyOyOFQyMToxMTol0OC40NTIzOTUxWilgRGVzdGluYXRpb249ImhOdHA6Ly96ZXBoeX|
60DEVVGVzdFNhbWwvIiB4bWxuczpzYW1scD0idXJuOm9hc2lzOm5hbW\VzOnRjOINBTUw6MidwOn
Byb3RvY29slj48c2FtbDpJc3N1ZX1%2BdXJuOINUUy1BcHAtRGV2PC9zYW1sOklzc3VIcj48U2InbmFOd
XJIIHhtbG5zPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjlj48U2InbmVkSW5mbz48
Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvemI0aG09ImhOdHA6Ly93d3cudzMub3JnLzlwMDEVMT
AveG1sLWV4Yy1jMTRulylglLz48U2InbmFOdXJITWV0aG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53M
y5vemcvMAWMC8wOS94bWxkc2Ini3JzYS1zaGExIiAvPixSZWZIcmVuY2UgVVJIPSIjiXzU4ZDhjODk4L
WMxYzAtNDMA4Zi050GJKLTEXM2FkNTdhNDIOMCI%2BPFRyYW52zZm9ybXM%2BPFRyYW5zZm9ybS
BBbGdvcmI0aG09ImhOdHA6Ly93d3cudzMub3JinLzIwMDAvMDkveG1sZHNpZyNIbnZIbGO9wZWQtc2
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InbmFOdXJIliAvPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3
htbC1leGMtYzEObiMIiPjxJbmNsdXNpdmVOYW1Ic3BhY2VzIFByZWZpeExpc3Q9IiNkZWZhdWxO0IHNh
bWxwlIHNhbWwgeHMgZHMgeHNpliB4bWxuczOiaHROcDovL3d3dy53My5vemcvMjAWMS8xMC94b
WwtZXhjLWMxNG4jliAvPjwvVHIhbnNmb3JtPjiwvVHIhbnNmb3Jtcz48RGINZXNOTWV0aGI9kIEFsZ29
yaXRobTOiaHROcDovL3d3dy53My5vemcvMjAWMC8wO0S94bWixkc2InI3NoYTEiIC8%2BPERpZ2VzdF
ZhbHVIPmMcIWEATSKNIRmt5SNUJZbU9kSMmtGNUIYZOtXRTO8LORpZ2VzdFZhbHVIPjwvUmVmZXJIbmN
IPjwvU2InbmVkSW5mbz48U2InbmFOdXJIVmFsdWU%2BRjliUmIRSUFUU3VEazZRRzNQcmdPRUE3R
TN4N1hDTjZGUDZpWEszbUhmanhuQnVtY2dqKOV5YWS5iaWIhRithZHptYzAyTW9LZ3hIQTVNRzBZY
280LOE20FJHRUdAKSVFVAGNmMSG9zTGd0dis3elRmUEIhbXFJUmRKkQVg5THIxZzIvUDBEMEdQaUcwQ
3dFMkZxcFZoVzNCMmxJOGI1KL25MV2VOM1cOVGpCNGN2Q3ZCZFIvN1JPOHB6emoxT210dmQ4T3
FZcmY5YWxLM3JZRms2WFhHMTIZejUyR1dHUk9ud2FpYWFNMDI2aDZBUjE2Z09qalp5SIlkMkpQSS
9XYU1uzkgxYWNnNRjBzQkdySXhzTGJjeHB3eWVIQVBhTFZpdGdvZS9LeXVVVTMAOFZMb2dua3pllz
Q3dW1nZXNiT1hDN2dkbUZrM3dxL0o0YUxPTWJoUGxuSVBBPTO8L1NpZ25hdHVyZVZhbHVIPjxLZX|
JbmZvPjxYNTA5RGFOYT48WDUwOVN1YmplY3ROYW1IPKNOPUVwWaWNTVFMxNTwvWDUwWOVN1Y
mplY3ROYW1IPjxYNTA5Q2VydGImaWNhdGU%2BTUIIQyt6QONBZU9INQXdJQkFnSVF6cOVIREhCMF
BWZEtZRDE1V2dIK2FUQU5CZ2txaGtpRzI3MEJBUVFGQURBVU1SSXdFQVIEVIFRREV3bEZiR2xqVTFS
VE1UVXdlaGNOTVRVAO5EQTRNakF6TURNMIdoYO5Nemt4TWpNeE1qTTFPVFU1V2pBVU1SSXdFQV
IEVIFRREV3bEZjR2xqVTFSVE1UVXdnZOVpTUEWRONTcUATSWIzRFFFQkFRVUFBNEICRHdBd2dnRUtB
b0ICQVFDAmIKV1JVUGtubVIEMEVwWZ1BIM1k4SVRWbkZnSnJDYOxnOENJc21rbGNGRmJ2ckmYTloO
WA4xcTRKNVAUMEhRKWXNJVHArNGtQNFAXWnd5bkZKNnlwTUs1aDN5WXh2YOVFbXozb1g4RTNEW
jEyeHZ6T2ZBSS82UKRXUENNZWdyUOpORFI2QmRrSIBqMkJIDVId5U2FxKzVYcFkySOIwK3hPSOdKdUx
yM1AwODBNYzdOcIBvNXhTV2hqQONRTEJTanR5eUpOREXibGRxVXkwUGI4c1lJuZnNhaXFLakhRSG1y
NVE1aFk5WnU3anpGOGxncWsxbjRGOHNVNTIBK3IPdXR3eTZReFh6NOIpUXZYN2pJd3VXOHNgeVB
3ZDdNb1orSIM0eG5KLOVKRnBzd3Nta043M1drL2pZNzQxS3NiVWN5bkhDTnpCVHhNREpSNTB3Tm
RxZORobTdBZ01CQUFHaINUQkhNRVVHQTFVZEFRUStNRHIBRVA5cVhSQWp4dVU5RWhCbGJ6ZzNO
R3loRmpBVUI1SSXdFQVIEVIFRREV3bEZjR2xqVTFSVEIUVONFTTACR3d4d2RENIhTbUESZVZvQi9ta3d
EUVIKS29aSWh2Y05BUUVFQIFBRGAnRUJBR2NFbmJMOWtOb012STBsaU54MUtWNkwvK3RLKzIqV
FIYMzl1az)3eFQvMzJRUUNBZHhub1IBZ315QUo4WExiaExBWGI2ZUVnY0JSSzIkTUJrV3pybHVqVjFCe
XZQT2ZrRHRQMkwwR01DbnNZaHg4ZmFQN2ZMd2tDNXdQRDRQWGInKO5WVTk3SDU3VG5yV1pS
bG10bkd3RXVRSWNNZESITTUybFZGNFM2MZ2RPZEN5a1cOWmM9ZTmxvQzdWMExwYm1ub0OV5bk5
oTXVpZO0IWclhlbHREci9YbHovYlhpQUIgMOt1cmdXWCsxYnVpTDZoMk92Qi9LZTcyaOdOSFN4OEOvQ
VpzZGhTVm50M2FOSOwvdmg5c2FWbno4K21qOFZTNDBIZXIHdzdKaE1IWVIhLYkxDRnFUYVFQRXdV
RW53T1Q40VMrMkI30EVHUHhsbkZSSOhTd1FndXdZPTwvWDUwOUNIcnRpZmljYXRIPjwvWDUwO
URhdGE%2BPCILZXIIbmZvPjwvU2InbmFOdXJIPjxzYW1scDpTdGFOdXM%2BPHNhbWxwOINOYXR1c
ONvZGUgVmFsdWUS9InVybjpvYXNpczpuYW1lczp0YzpTQUIMOjluMDpzdGFOdXM6U3VjY2Vzcylglz
48L3NhbWxwOINOYXR1cz48c2FtbDpBc3NIcnRpb24gVmVyc2lvbjoiMidwliBJRDOiX2YzN2ZhMWRILT
JjYjktNDZjMy040TUzL ThmZji3MDdmY2YOMCIgSXNzdWVJIbnNOYW50PSIlyMDE2LTAzLTI4VDIxOjEx
0jU4LiQIMjM5NTFalj48c2FtbDpJc3N1ZXIgRm9ybWFOPSI1cm46b2FzaXM6bmFtZXM6dGMEUOFN
TDoyLjA6bmFtZWIkLWZvecm1hdDplbnRpdHkiPnVybjp TVFMtQXBwLURIdjwvc2FtbDpJc3N1ZX1%2BP
FNpZ25hdHVyZ5B4bWxuczOiaHROcDovL3d3dy53My5vemcvMjAwWMC8w0S94bWxkc2inlyl%2BPFN
pZ25IZEluZm8%2BPENhbm9uaWNhbGI6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOIi8vd3d3L
nczLm9yZy8yMDAXxLzEwL3htbC1leGMtYzEObiMIilC8%2BPFNpZ25hdHVyZU1ldGhvZCBBbGdvcmlOa
G09ImhOdHA6Ly93d3cudzMub3InLzIwMDAvMDkveG1sZHNpZyNyc2Etc2hhMSIgLz48UmVmZXJIb
mNIIFVSSTOil19mMzdmYTFkZSOyY2I5LTQ2YzMtODk1My04ZmYyNzA3ZmNmNDAIiPjxUcmFuc2Zvc
m1zPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRza
WcjzZW52ZWxvcGVKLXNpZ25hdHVyZSIgLz48VHIhbnNmb3JtIEFsZ29yaXRobTOiaHROcDovL3d3dy53
My5vemcvMjAWMS8XxMCI94bWwtZXhjLWMxNG4jlj48SW5jbHVzaXZITmFtZXNwYWNIcyBQcmVma
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XhMaXNOPSIiZGVmYXVsdCBzYW1sliB4bWxuczOiaHROcDovL3d3dy53My5vemcvMjAwMS8xMC94b
WwtZXhjLWMxNG4jliAvPjwvVHIhbnNmb3JtPjiwvVHIhbnNmb3Jtcz48RGINZXNOTWV0aGI9kIEFsZ29
yaXRobTOiaHROcDovL3d3dy53My5vemcvMjAWMC8wOS94bWxkc2InI3NoYTEiIC8%2BPERpZ2VzdF
ZhbHVIPjZtWjQ3YmYwWUHdiUXNxUndzYWhUNXkwOENZQTO8LORpZ2VzdFZhbHVIPjwvUmVmZXJIb
mNIPjwvU2InbmVkSW5mbz48U2InbmFOdXJIVmFsdWU%2BSjInWEY3bU82UEFISWQzUHFITmI4VjR
GZUtmOHh3bjBIRzImM1owVzVuNXdjYjVqUIEzZmh1eUg2SWROSTAvQ1FHbVhDWnFOWkdOOCtGa
2RXOGIlyQ0dJc2hQTkdYRGIQck5CNjBDNXpXSThtZWxQYnZDMk9IYOZINTAXTWVIUkVtbnhZejQvOXI
5N3NNd3AwWKythbUOVMUMS5bDhPRFVZMEdRU1YxZUZ2VTYzQmZOY2ICbnFnd2RHAEXYQm1DMEt
6ZXptQk43Wm90aCICWWZpUGclb1V6VEICUE1pTGU1ajBVVUFVCcINSWIit1Z1huNE9Hc3F1R090
NmpRaWhsMGVISU82enpsVkFIcCHNhTFFHLOJMKO5LM24rRkixbXFBOGxoTHRKRHAzYkO5UIQxWmJ
kN3NrbFIhROMxbHRDTINtYSOMRVFQAIRoSOFZQzIOTHMyZFRDRkxnPTO8L1NpZ25hdHVyZVZhbHVI
PixLZXIIbmZvPjxYNTASRGFOYT48WDUwOVN1YmplY3ROYW1IPkKNOPUVwWaWNTVFMxNTwvWDUw
OVN1YmplY3ROYW1IPjxYNTA5Q2VydGImaWNhdGU%2BTUIIQyt6QONBZU9nQXdJQkFnSVF6COVIR
EhCMFBwWZEtZRDE1V2dIK2FUQU5CZ2txaGtpRzI3BMEJBUVFGQURBVUI1SSXdFQVIEVIFRREV3bEZjR2x
qVTFSVE1UVXdlaGNOTVRVAO5EQTRNakF6TURNMIdoYO5Nemt4dTWpNeE1qTTFPVFU1V2pBVU1SS
XdFQVIEVIFRREV3bEZjR2xqVTFSVE1UVXdnZOVpTUEWRONTcUdTSWIzRFFFQkFRVUFBNEICRHdBd2
dnRUtBbOICQVFDdAmMIKV1JVUGtubVIEMEVWZ1BIM1k4SVRWbkZnSnJDYOXxnOENJc21rbGNGRmJ2ck)
mYTloOW4xcTRKNVAUMEhKWXNJVHArNGtQNFdXWnd5bkZKNnlwTUs1aDN5WXh2YOVFbXozb1g4
RTNEWjEyeHZ6T2ZBSS82UKRXUENNZWdyUOpORFI2QmRrSIBqMkIDVId5U2FxKzVYcFkySOIwK3hPS
0dKdUxyM1AwODBNYzd0cIBvNXhTV2hqQONRTEJTanR5eUpORExibGRxVXkwUGI4c1JuZnNhaXFLak
hRSG1yNVE1aFk5WnU3anpGOGxncWsxbjRqOHNVNTIBK3IPdXR3eTZReFh6NOIpUXZYN2pJd3VXOH
NgeVB3ZDdNb1orSIM0eG5KLOVkRnBzd3Nta043M1drL2pZNzQxS3NiVWN5bkhDTnpCVHhNREpSN
TB3TmRxZ0ORobTdBZ01CQUFHaINUQkhNRVVHQTFVZEFRUStNRHIBRVA5cVhSQWp4dVUSRWhCbG
J6ZzNOR3l0RmpBVU1SSXdFQVIEVIFRREV3bEZjR2xqVTFSVE1UVONFTTACR3d4d2RENIhTbUESZVZv
Qi9ta3dEUVIKS29aSWh2YO5BUUVFQIFBRGAnRUJBR2NFbmIMOWtOb012STBsaU54MUtWNkwvK3
RLKzIgVFIYMZzI1az)3eFQvMzJRUUNBZHhub1IBZ3I15QUo4WEXiaExBWGI2ZUVnY0JSSzIkTUJrV3pybH
VqVjFCeXZQT2ZrRHRQMkwwR01DbnNZaHg4ZmFQN2ZMd2tDNXdQRDRQWGInKO5WVTk3SDU3V
G5yV1pSbG10bkd3RXVRSWNNZESITTUybFZGNFM2M2RPZEN5a1cOWmM9ZTmxvQzdWMExwYm1u
bOV5bk50TXVpZ0IWclhibHREci9YbHovYlhpQUIgMOt1cmdXWCsxYnVpTDZoMk92Qi9LZTcyaOdOSFN
40E0vQVpzZGhTVm50M2FOSOwvdmg5c2FWbnodK21qOFZTNDBIZXIHdzdKaE1WVIhLYkxDRnFUYV
FQRXdVRW53T1Q40VMrMkI30EVHUHhsbkZSSOhTd1FndXdZPTwvWDUwOUNIcnRpZmljYXRIPjwv
WDUwOURhAGE%2BPCILZXIIbmZvPjwvU2InbmFOdXJIPjxzYW1sOIN1YmplY3Q%2BPHNhbWw6Tm
FtZUIEIE5hbWVRAWFsaWZpZX191kh5cGVyc3BhY2UilEZvem1hdD0OidXJuOmShc2lz0m5hbWVzOnRj
OINBTUW6EMS4xOm5hbWVpZCimb3JtYXQ6dW5zcGVjaWZpZWQiPjExMzg5PC9zYW1sOk5hbWVIR
D48c2FtbDpTdWIqZWNOQ29uZmlybWF0aW9ulE1ldGhvZDO0idXJuOm9hc2lzOm5hbWVzOnRjOINBT
Uw6MidwOmNtOmJIYXJicil%2BPHNhbWw6U3ViamVjdENvbmZpcm1hdGlvbkRhdGEgTm90QmVm
b3JIPSlyMDE2LTAzLTI4VDIXOjExOjU4LiQ1MjM5NTFaliBOb3RPbk9yQWZ0ZXI9lIwMTYtMDMtMjh
UMjIEMTE6NTguNDUyMzk1MVoilFJIY2lwaWVudDOiaHROcDovL3plcGh5cjo4MS9UZXNOU2FtbC8il
C8%2BPC9zYW1sOIN1YmplY3RDb25maXJtYXRpb24%2BPC9zYW1sOIN1YmplY3Q%2BPHNhbWw6
Q29uZGI0aWS9ucyBOb3RCZWZvemUSIjIwMTYtMDMtMjhUMJE6MTE6NTguNDUyMzk1MVoilE5vdE
9uT3JBZnRIcjOiMjAxNiOwMy0yOFQyMjoxMTol1OC40NTIzOTUxWil%2BPHNhbWw6QXVkaWVuY2V
SZXNOcmljdGlvbj48c2FtbDpBdWRpZW5jZT50dHRwOi8vemVwaHlyOjgxL1RIc3RTYW1sLzwvc2FtbD
pBAWRpZWS5;ZT48L3NhbWw6QXVkaWVuY2VSZXNOcmljdGlvbj48L3NhbWw6Q29uZGI0aW9ucz48¢
2FtbDpBdHRyaWJ1dGVTdGFOZW1IbnQ%2BPHNhbWw6QXR0OcmlidXRIIEShbWU9Im1ybil%2BPHNh
bWw6QXROcmlidXRIVmFsdWUgeHNpOnR5cGU9InhzOnNOcmluZyl%2BMTIzNjkzPC9zYW1sOkFOdH
JpYnV0zZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU%2BPHNhbWw6QXROcmIidXRIIEShbWU9InNIcnZpY
2VhcmVhlj48c2FtbDpBdHRyaWJ1dGVWYWx1ZSB4c2k6dHIwZTOieHM6c3RyaW5nlj48L3NhbWw6
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QXROcmlidXRIVMFsdWU%2BPC9zYW1sOkFOdHpYnVOZT48c2FtbDpBdHRyaWJ1dGUgTmFtZTOidX
NIcil%2BPHNhbWwW6QXROcmIidXRIVmFsdWUgeHNpOnR5cGU9InhzOnNOcmIuZyl%2BSVZFVERFU]
wve2FtbDpBdHRyaWJ1dGVWYWx1ZT48L3NhbWw6QXROcmlidXRIPjwvc2FtbDpBdHRyaWJ1dGVTd
GFOZW1IbnQ%2BPHNhbWwW6EQXV0aG5TdGFOZW1IbnQgQXV0aG5/bnNOYWS0PSlyMDE2LTAZLTI4
VDIXOjEXOjU4LiQIMjM5NTFalj48c2FtbDpTdWIgZWNOTG9jYWxpdHkgQWRkemVzczOiMTAUMTIAL
JIUMTYWIIBETINOYW1IPSJIcGliLmNvbSIgLz48c2FtbDpBdXRobkNvbnRIeHQ%2BPHNhbWwW6EQXV0aG
5Db250ZXh0Q2xhc3NSZWY%2BdXJuOm9hc2lz0m5hbWVzOnRjOINBTUWEMidwOmFjOmNsYXNzZ
XM6UGFzc3dvemRQcm90ZWNOZWRUcmFuc3BvenQ8L3NhbWw6QXV0aG5Db2502Xh0Q2xhc3NSZ
WY%2BPC9zYW1sOkF1dGhuQ29udGV4dD48L3NhbWwW6EQXV0aG5TdGFOZW1IbnQ%2BPCIzYW1sO
kFzc2VydGIvbjd8L3NhbWxwOLIc3BvbnNIPg%3D%3D

4, Healthix verifies that secure token, user credentials.
5. Once authenticated and authorized, Healthix query HealthShare for Patient Information and

check patient’s consent.
6. Healthix generates response which includes patient consent registered at Healthix.

Healthix Response: TBD
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