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1. Portal API Introduction 

A Portal API solution allows Healthix participant’s users to access Healthix Clinical Portal without having to 
log in separately. This document describes the method and specifications on how Healthix, the service 
provider can accept Portal API credentials from its participant to authenticate against either Healthix’s 
HealthShare system or SAML authentication. 

The Portal API process utilized by Healthix authenticates for a valid user identity from its participants. 
Once that user identity has been validated, the Healthix’s application controls the user’s privileges and 
access within Healthix Clinical Portal. If Healthix cannot validate the user’s identity successfully then no 
access to Healthix Clinical Portal is allowed.  

 

2. Registration & Authentication 

Healthix uses SAML authentication to authorize users requesting access to Healthix Portal via API service. 

SAML authentication for Portal API enables users to access Healthix Portal without using Healthix’s User 

registration. In SAML authentication, Participant sends information required by Healthix via SOAP call. 

Healthix processes the information provided by Participant and creates user profile in its HealthShare 

user directory. For subsequent user access, Healthix uses the user profile created during the initial access 

to authenticate and authorize user.  
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3. Portal API 

Portal API uses SAML authentication to allow participants to authenticate users for the Healthix Portal 

access.  The following diagram shows the workflow for Portal API from participant to Healthix. 
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4. Steps for PORTAL API 

 
1. User clicks on the Portal API button in their EHR 
2. EHR generates the request to Healthix with the following attributes and sends http post 

Item Required  

Patient’s MRN  Required  

Facility ID  Required  

Clinician’s User ID  

Clinician’s User Role 

Clinician’s User Specialty 

Clinician’s Email 

Required 
Required  
Required  
Required  
 

 

3. EHR sends generated request to Healthix. (See Appendix - A)  

4. Healthix process the SAML http header request received from participant.  

5. For new users, Healthix create the user in Healthix. 

6. Once authenticated and authorized, Healthix queries HealthShare for Patient Information and 

checks patient’s consent. 

7. Depending on consent, Healthix generates response to the EHR’s request. 

8. For consented patient, Healthix redirects Participant’s EHR request to Healthix Portal URL.   
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Appendix - A 

Participant’s request to Healthix: 
 
POST http://zephyr:81/TestSaml/ HTTP/1.1 
Accept: text/html, application/xhtml+xml, */* 
Accept-Language: en-US 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko 
Content-Type: application/x-www-form-urlencoded 
Accept-Encoding: gzip, deflate 
Host: zephyr:81 
Content-Length: 8921 
DNT: 1  
Connection: Keep-Alive 
Pragma: no-cache 
 
SAMLResponse= 

PHNhbWxwOlJlc3BvbnNlIHhtbG5zOnNhbWw9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDphc
3NlcnRpb24iIHhtbG5zOnhzPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6
ZHM9Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyMiIHhtbG5zOnhzaT0iaHR0cDovL
3d3dy53My5vcmcvMjAwMS9YTUxTY2hlbWEtaW5zdGFuY2UiIElEPSJfNWRiYTY2NjQtNTYyNC00NT
MyLTkyNDctYjFiZTk0ZGE2MjNkIiBWZXJzaW9uPSIyLjAiIElzc3VlSW5zdGFudD0iMjAxNi0wNy0yN1Qy
MDo0MzoyOS4xODAxMDk3WiIgRGVzdGluYXRpb249Imh0dHBzOi8vc3RhZ2UuaGVhbHRoaXgub3J
nL2NzcC9wdWJsaWMvaHNhY2Nlc3MvSGVhbHRoaXguQ29ubmVjdGlvbi5FcGljU1NPLlNBTUxBdXR
oLmNscyIgeG1sbnM6c2FtbHA9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDpwcm90b2NvbCI+P
HNhbWw6SXNzdWVyPkVwaWNTVFM8L3NhbWw6SXNzdWVyPjxTaWduYXR1cmUgeG1sbnM9Imh
0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyMiPjxTaWduZWRJbmZvPjxDYW5vbmljYW
xpemF0aW9uTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94bWwt
ZXhjLWMxNG4jIiAvPjxTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZ
y8yMDAwLzA5L3htbGRzaWcjcnNhLXNoYTEiIC8+PFJlZmVyZW5jZSBVUkk9IiNfNWRiYTY2NjQtNTYy
NC00NTMyLTkyNDctYjFiZTk0ZGE2MjNkIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0ia
HR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI2VudmVsb3BlZC1zaWduYXR1cmUiIC8+P
FRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1j
MTRuIyI+PEluY2x1c2l2ZU5hbWVzcGFjZXMgUHJlZml4TGlzdD0iI2RlZmF1bHQgc2FtbHAgc2FtbCB4c
yBkcyB4c2kiIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+PC
9UcmFuc2Zvcm0+PC9UcmFuc2Zvcm1zPjxEaWdlc3RNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d
3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjc2hhMSIgLz48RGlnZXN0VmFsdWU+VU5aRytWQjA2K2F
LSVg0WjZGYXlKUHJUOUhFPTwvRGlnZXN0VmFsdWU+PC9SZWZlcmVuY2U+PC9TaWduZWRJbmZvP
jxTaWduYXR1cmVWYWx1ZT53Y2wyY3pncWV0aUp4QU10aVNoTzk4WG52bVpnZzFkSStyS0p6T1hs
ay9LMkFIYi90NWpkek5xdVVVNDh1VTMyNFFRV0VtSHQvTGhZS2lGN1g1WUp0ZjFhYzZmZnNJbTB2
aWxIS0s2YVY3UGlHalhxWWRFU3RaNkdQQ201VjRhWG9sTzhFN2hGeVhvL2xlZzNPaGYrN2VoUi80
cFczc1NUdWdBMTh0ZHYzQk1nNS91YlZ1SkFKSkFYTUVodnJlVjc2ZlpETExRKzhFdGxiOUI1Ti9paGZX
OTBEbkhUV0dieEF0c2xXS2dJZTh2MXdGdEd4RzMvZEVDSkFidU4vaG5MVUI2UFJON3U5cHlMZWF
mOEFyRzJhVnUxemgwY0hyczJyREVhTHZMMmlDZnNkWWZqT3doYjNPay9UL1oyVE5RV1Badzk4Yk
tzeEpGMzR1VytNSVBZeFE9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8+PFg1MDlEYXRhPjxYNTA5
U3ViamVjdE5hbWU+Q049U1RTLVRTVC5jaHNsaS5vcmcsIE9VPUluZm9ybWF0aW9uIFRlY2hub2xvZ
3ksIE89Q2F0aG9saWMgSGVhbHRoIFNlcnZpY2VzIG9mIExvbmcgSXNsYW5kLCBMPVJvY2t2aWxsZS
BDZW50cmUsIFM9TmV3IFlvcmssIEM9VVM8L1g1MDlTdWJqZWN0TmFtZT48WDUwOUNlcnRpZml
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jYXRlPk1JSUY1akNDQk02Z0F3SUJBZ0lLVk0vYU5RQUNBQUI3R1RBTkJna3Foa2lHOXcwQkFRVUZBR
EJQTVJNd0VRWUtDWkltaVpQeUxHUUJHUllEYjNKbk1SVXdFd1lLQ1pJbWlaUHlMR1FCR1JZRlkyaHpi
R2t4SVRBZkJnTlZCQU1UR0VOSVUweEpMVVZ1ZEdWeWNISnBjMlV0VTNWaUxVTkJNVEFlRncweE5
qQTFNekV4TkRBNE5EUmFGdzB5TkRBMU1ERXhOalF5TlRGYU1JR3FNUXN3Q1FZRFZRUUdFd0pWV
XpFUk1BOEdBMVVFQ0JNSVRtVjNJRmx2Y21zeEdUQVhCZ05WQkFjVEVGSnZZMnQyYVd4c1pTQkRa
VzUwY21VeE1EQXVCZ05WQkFvVEowTmhkR2h2YkdsaklFaGxZV3gwYUNCVFpYSjJhV05sY3lCdlppQ
k1iMjVuSUVsemJHRnVaREVmTUIwR0ExVUVDeE1XU1c1bWIzSnRZWFJwYjI0Z1ZHVmphRzV2Ykc5b
mVURWFNQmdHQTFVRUF4TVJVMVJUTFZSVFZDNWphSE5zYVM1dmNtY3dnZ0VpTUEwR0NTcUdT
SWIzRFFFQkFRVUFBNElCRHdBd2dnRUtBb0lCQVFERVcxaHZ5eGJMSFJJbjZ1NXNwYktsNUVEdXJDT0
pkeGFSN0ZWT09uZUczdXo4cmYreU5YeHZYeCthL1BCdDZjckxTcEREL1owckx3ZC8zRmVaMzNGSWV
sNzNPM29rQUExN1BuNnFHclB6b1ZQVWg3dzIvNVozOVBWM1RJeVc0WWE5SUpYdXVGSnlDOEtO
Y2QvalByWG5sOFBkSHhlZVNWK0dkdDhNV21aN201ckxuVTE0TURsT00rcll5WHNxa1pNOHFjejhLO
Gs2RWpMRHdHVENlclFuTXZKaG4yY0hEUWNnKzRaRVphaGw3UUFHWHhwNkNZNHVadnRwcDZU
SzNOemZ4d2RTVjl5K3QvU0d5cTlhK1dYTGhqNzVrTmdCOUhFakczaUNGOG9HOTFjalFwNDhoZDJzTae
jlqUVVObGNuUnBabWxqWVhSbFAySmhjMlUvYjJKcVpXTjBRMnhoYzNNOVkyVnlkR2xtYVdOaGRHb
HZia0YxZEdodmNtbDBlVEE4QmdrckJnRUVBWUkzRlFjRUx6QXRCaVVyQmdFRUFZSTNGUWlIelpaeG
hLS3lLNGJoZ3lPRngrOVMwNWtKQzRUcXhWK0d1c1pIQWdGa0FnRUVNQnNHQ1NzR0FRUUJnamN
WQ2dRT01Bd3dDZ1lJS3dZQkJRVUhBd0V3RFFZSktvWklodmNOQVFFRkJRQURnZ0VCQUhRTmJtb1Z
zeWVEQ2JONXcyV2htN0VrNlBwRU91TlFNelhMa05YYlJmbDIzL0R4a3BId0NrMU1MMUdFVk1Mc20
vYUl3ZmxGWHl5aVNxZ3cyTjB0OUFFcFo5WEJ1eGFFUTNPVE5MLzE0eEI2OUFpblRwbTlObWhJQ1l1
U0J0cnNYNE5BR2VWUlZYQ253MmlnZ3JOcVVUa1J5MUhqZThqbHh5T0R5QXI5WnZDVEN1emlMKz
dTcmJ3Z2g1NDVIc0xMTkE0bk1YSmo2bEdhRk9laTRMRzBYdi9kWjgvSmNGaVdRcytGU0dueXBuaE9
HK3JRTGRUMEw4allhT3Z4WTlTQUxWZkFZZzlWa3ZjR0VuamdUM3pBR09mQmhrc3Njdml1Q3pPZ
DZYL09LK0tJRlN4VHFmY0pDMDkrazh5RFdRQlNTRVpYWTBWclh2Z3JvVnFnbStGMUJiMD08L1g1M
DlDZXJ0aWZpY2F0ZT48L1g1MDlEYXRhPjwvS2V5SW5mbz48L1NpZ25hdHVyZT48c2FtbHA6U3RhdH
VzPjxzYW1scDpTdGF0dXNDb2RlIFZhbHVlPSJ1cm46b2FzaXM6bmFtZXM6dGM6U0FNTDoyLjA6c3R
hdHVzOlN1Y2Nlc3MiIC8+PC9zYW1scDpTdGF0dXM+PHNhbWw6QXNzZXJ0aW9uIFZlcnNpb249IjIu
MCIgSUQ9Il9kZTIyZDcwNC0zNWZmLTQ0NDQtODQ0NS03N2ZhYzU0MThkYzYiIElzc3VlSW5zdGFud
D0iMjAxNi0wNy0yN1QyMDo0MzoyOS4xODAxMDk3WiI+PHNhbWw6SXNzdWVyIEZvcm1hdD0idXJ
uOm9hc2lzOm5hbWVzOnRjOlNBTUw6Mi4wOm5hbWVpZC1mb3JtYXQ6ZW50aXR5Ij5FcGljU1RTPC
9zYW1sOklzc3Vlcj48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGR
zaWcjIj48U2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6L
y93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29y
aXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI3JzYS1zaGExIiAvPjxSZWZlcmV
uY2UgVVJJPSIjX2RlMjJkNzA0LTM1ZmYtNDQ0NC04NDQ1LTc3ZmFjNTQxOGRjNiI+PFRyYW5zZm9yb
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XM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNp
ZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3Lncz
Lm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiPjxJbmNsdXNpdmVOYW1lc3BhY2VzIFByZWZpeExpc3
Q9IiNkZWZhdWx0IHNhbWwiIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMt
YzE0biMiIC8+PC9UcmFuc2Zvcm0+PC9UcmFuc2Zvcm1zPjxEaWdlc3RNZXRob2QgQWxnb3JpdGhtPS
JodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjc2hhMSIgLz48RGlnZXN0VmFsdWU+RFR
FK0Y0OXNNNEp4azhGTDBBRkhIalRIMTd3PTwvRGlnZXN0VmFsdWU+PC9SZWZlcmVuY2U+PC9Ta
WduZWRJbmZvPjxTaWduYXR1cmVWYWx1ZT51aXp0SUVLVkUrMDZCa2ZVdnRROC9uR3JiZ2pOOT
VhODE2dnVIVDNFNHdUWnpVMExJR2xDVzBKM1hjSFlEK3ZGUDlGZVN4WlFyNFZPWkxTZVQvUERC
VUhUNGxodHNFNjI2dlgxcjdISTNLMnpidWRVbXFlZGM2cEhMWGVyaUF4eWEyR2ZhcXBQRnlzOE5X
OVU3UjVFSUUzRjFIekFkWEZUNENtM1NTOStyemZUcmVGU3BJUzN1NlZRcGZibjNScVpVbkVWUHRI
OFdzMkFhcmhzU1ZzeWZaSGcrc0x6QUcrT3ZmVGRiUjROVEZ1ZFFLSnIreHpYUFJDY1h5aWlhTGxpdG
JhTk5BODE3LzVrVGdKM2VnNmNBWngxTkxGNkZCRGlKaStEc3lRZFRMY0dXVHFZTFlaeEVCbGRxOG
d1dThscWdGSTh0OXh2WlRxUnBvQzEvcVpuZ2c9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8+PFg
1MDlEYXRhPjxYNTA5U3ViamVjdE5hbWU+Q049U1RTLVRTVC5jaHNsaS5vcmcsIE9VPUluZm9ybWF
0aW9uIFRlY2hub2xvZ3ksIE89Q2F0aG9saWMgSGVhbHRoIFNlcnZpY2VzIG9mIExvbmcgSXNsYW5kL
CBMPVJvY2t2aWxsZSBDZW50cmUsIFM9TmV3IFlvcmssIEM9VVM8L1g1MDlTdWJqZWN0TmFtZT4
8WDUwOUNlcnRpZmljYXRlPk1JSUY1akNDQk02Z0F3SUJBZ0lLVk0vYU5RQUNBQUI3R1RBTkJna3Fo
a2lHOXcwQkFRVUZBREJQTVJNd0VRWUtDWkltaVpQeUxHUUJHUllEYjNKbk1SVXdFd1lLQ1pJbWlaU
HlMR1FCR1JZRlkyaHpiR2t4SVRBZkJnTlZCQU1UR0VOSVUweEpMVVZ1ZEdWeWNISnBjMlV0VTNWa
UxVTkJNVEFlRncweE5qQTFNekV4TkRBNE5EUmFGdzB5TkRBMU1ERXhOalF5TlRGYU1JR3FNUXN3Q
1FZRFZRUUdFd0pWVXpFUk1BOEdBMVVFQ0JNSVRtVjNJRmx2Y21zeEdUQVhCZ05WQkFjVEVGSnZZ
MnQyYVd4c1pTQkRaVzUwY21VeE1EQXVCZ05WQkFvVEowTmhkR2h2YkdsaklFaGxZV3gwYUNCVF
pYSjJhV05sY3lCdlppQk1iMjVuSUVsemJHRnVaREVmTUIwR0ExVUVDeE1XU1c1bWIzSnRZWFJwYjI0Z
1ZHVmphRzV2Ykc5bmVURWFNQmdHQTFVRUF4TVJVMVJUTFZSVFZDNWphSE5zYVM1dmNtY3dnZ
0VpTUEwR0NTcUdTSWIzRFFFQkFRVUFBNElCRHdBd2dnRUtBb0lCQVFERVcxaHZ5eGJMSFJJbjZ1NX
NwYktsNUVEdXJDT0pkeGFSN0ZWT09uZUczdXo4cmYreU5YeHZYeCthL1BCdDZjckxTcEREL1owckx3
ZC8zRmVaMzNGSWVsNzNPM29rQUExN1BuNnFHclB6b1ZQVWg3dzIvNVozOVBWM1RJeVc0WWE
5SUpYdXVGSnlDOEtOY2QvalByWG5sOFBkSHhlZVNWK0dkdDhNV21aN201ckxuVTE0TURsT00rcll5X
Tm9jMnhwTEVSRFBXOXlaejlqUVVObGNuUnBabWxqWVhSbFAySmhjMlUvYjJKcVpXTjBRMnhoYzN
NOVkyVnlkR2xtYVdOaGRHbHZia0YxZEdodmNtbDBlVEE4QmdrckJnRUVBWUkzRlFjRUx6QXRCaVVy
QmdFRUFZSTNGUWlIelpaeGhLS3lLNGJoZ3lPRngrOVMwNWtKQzRUcXhWK0d1c1pIQWdGa0FnRU
VNQnNHQ1NzR0FRUUJnamNWQ2dRT01Bd3dDZ1lJS3dZQkJRVUhBd0V3RFFZSktvWklodmNOQVFF
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RkJRQURnZ0VCQUhRTmJtb1ZzeWVEQ2JONXcyV2htN0VrNlBwRU91TlFNelhMa05YYlJmbDIzL0R4a3
BlY2lmaWVkIj5TSkhFRE1EPC9zYW1sOk5hbWVJRD48c2FtbDpTdWJqZWN0Q29uZmlybWF0aW9uIE
1ldGhvZD0idXJuOm9hc2lzOm5hbWVzOnRjOlNBTUw6Mi4wOmNtOmJlYXJlciI+PHNhbWw6U3Viam
VjdENvbmZpcm1hdGlvbkRhdGEgTm90QmVmb3JlPSIyMDE2LTA3LTI3VDIwOjQzOjI5LjE4MDEwOTd
aIiBOb3RPbk9yQWZ0ZXI9IjIwMTYtMDctMjdUMjE6NDM6MjkuMTgwMTA5N1oiIFJlY2lwaWVudD0i
aHR0cHM6Ly9zdGFnZS5oZWFsdGhpeC5vcmcvY3NwL3B1YmxpYy9oc2FjY2Vzcy9IZWFsdGhpeC5Db
25uZWN0aW9uLkVwaWNTU08uU0FNTEF1dGguY2xzIiAvPjwvc2FtbDpTdWJqZWN0Q29uZmlybWF
0aW9uPjwvc2FtbDpTdWJqZWN0PjxzYW1sOkNvbmRpdGlvbnMgTm90QmVmb3JlPSIyMDE2LTA3LT
I3VDIwOjQzOjI5LjE4MDEwOTdaIiBOb3RPbk9yQWZ0ZXI9IjIwMTYtMDctMjdUMjE6NDM6MjkuMTg
wMTA5N1oiPjxzYW1sOkF1ZGllbmNlUmVzdHJpY3Rpb24+PHNhbWw6QXVkaWVuY2U+aHR0cHM6
Ly9zdGFnZS5oZWFsdGhpeC5vcmcvY3NwL3B1YmxpYy9oc2FjY2Vzcy9IZWFsdGhpeC5Db25uZWN0a
W9uLkVwaWNTU08uU0FNTEF1dGguY2xzPC9zYW1sOkF1ZGllbmNlPjwvc2FtbDpBdWRpZW5jZVJlc
3RyaWN0aW9uPjwvc2FtbDpDb25kaXRpb25zPjxzYW1sOkF0dHJpYnV0ZVN0YXRlbWVudD48c2FtbD
pBdHRyaWJ1dGUgTmFtZT0iRVhURU5TSU9ORU1BSUwiPjxzYW1sOkF0dHJpYnV0ZVZhbHVlIHhzaTp
0eXBlPSJ4czpzdHJpbmciPkpvZWwuTm9ybWFuQGNoc2xpLm9yZzwvc2FtbDpBdHRyaWJ1dGVWYW
x1ZT48L3NhbWw6QXR0cmlidXRlPjxzYW1sOkF0dHJpYnV0ZSBOYW1lPSJGQUNJTElUWSI+PHNhbW
w6QXR0cmlidXRlVmFsdWUgeHNpOnR5cGU9InhzOnN0cmluZyI+Sjwvc2FtbDpBdHRyaWJ1dGVWY
Wx1ZT48L3NhbWw6QXR0cmlidXRlPjxzYW1sOkF0dHJpYnV0ZSBOYW1lPSJNUk5DIj48c2FtbDpBdHR
yaWJ1dGVWYWx1ZSB4c2k6dHlwZT0ieHM6c3RyaW5nIj4wMDAxMTc1NjU0PC9zYW1sOkF0dHJpYn
V0ZVZhbHVlPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXR0cmlidXRlIE5hbWU9Ik1STkUiPjxzYW1s
OkF0dHJpYnV0ZVZhbHVlIHhzaTp0eXBlPSJ4czpzdHJpbmciPkU4MzMzMjwvc2FtbDpBdHRyaWJ1dG
VWYWx1ZT48L3NhbWw6QXR0cmlidXRlPjxzYW1sOkF0dHJpYnV0ZSBOYW1lPSJNUk5GIj48c2FtbDp
BdHRyaWJ1dGVWYWx1ZSB4c2k6dHlwZT0ieHM6c3RyaW5nIj4wMDAyMjkzNTc2PC9zYW1sOkF0d
HJpYnV0ZVZhbHVlPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXR0cmlidXRlIE5hbWU9Ik1STkciPjxz
YW1sOkF0dHJpYnV0ZVZhbHVlIHhzaTp0eXBlPSJ4czpzdHJpbmciPjAwMDEwNzQwMjE8L3NhbWw6
QXR0cmlidXRlVmFsdWU+PC9zYW1sOkF0dHJpYnV0ZT48c2FtbDpBdHRyaWJ1dGUgTmFtZT0iTVJOSi
I+PHNhbWw6QXR0cmlidXRlVmFsdWUgeHNpOnR5cGU9InhzOnN0cmluZyI+MDAwMTQ3OTM3NT
wvc2FtbDpBdHRyaWJ1dGVWYWx1ZT48L3NhbWw6QXR0cmlidXRlPjxzYW1sOkF0dHJpYnV0ZSBOY
W1lPSJNUk5NIj48c2FtbDpBdHRyaWJ1dGVWYWx1ZSB4c2k6dHlwZT0ieHM6c3RyaW5nIj4wMDAw
OTYwMTIxPC9zYW1sOkF0dHJpYnV0ZVZhbHVlPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXR0cml
idXRlIE5hbWU9Ik1STlMiPjxzYW1sOkF0dHJpYnV0ZVZhbHVlIHhzaTp0eXBlPSJ4czpzdHJpbmciPjAwM
DM5OTYzMTU8L3NhbWw6QXR0cmlidXRlVmFsdWU+PC9zYW1sOkF0dHJpYnV0ZT48c2FtbDpBdHR
yaWJ1dGUgTmFtZT0iUk9MRSI+PHNhbWw6QXR0cmlidXRlVmFsdWUgeHNpOnR5cGU9InhzOnN0c
mluZyI+UGh5c2ljaWFuPC9zYW1sOkF0dHJpYnV0ZVZhbHVlPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbW
w6QXR0cmlidXRlIE5hbWU9IlNQRUNJQUxUWSI+PHNhbWw6QXR0cmlidXRlVmFsdWUgeHNpOnR5
cGU9InhzOnN0cmluZyI+RW1lcmdlbmN5IE1lZGljaW5lPC9zYW1sOkF0dHJpYnV0ZVZhbHVlPjwvc2Ft
bDpBdHRyaWJ1dGU+PHNhbWw6QXR0cmlidXRlIE5hbWU9InVzZXIiPjxzYW1sOkF0dHJpYnV0ZVZhb
HVlIHhzaTp0eXBlPSJ4czpzdHJpbmciPlNKSEVETUQxPC9zYW1sOkF0dHJpYnV0ZVZhbHVlPjwvc2FtbD
pBdHRyaWJ1dGU+PC9zYW1sOkF0dHJpYnV0ZVN0YXRlbWVudD48c2FtbDpBdXRoblN0YXRlbWVud
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CBBdXRobkluc3RhbnQ9IjIwMTYtMDctMjdUMjA6NDM6MjkuMTgwMTA5N1oiPjxzYW1sOlN1Ympl
Y3RMb2NhbGl0eSBBZGRyZXNzPSIxMC4xMC44Mi4zMSIgRE5TTmFtZT0iY2hzbGkub3JnIiAvPjxzYW1
sOkF1dGhuQ29udGV4dD48c2FtbDpBdXRobkNvbnRleHRDbGFzc1JlZj51cm46b2FzaXM6bmFtZXM6
dGM6U0FNTDoyLjA6YWM6Y2xhc3NlczpQYXNzd29yZFByb3RlY3RlZFRyYW5zcG9ydDwvc2FtbDpBd
XRobkNvbnRleHRDbGFzc1JlZj48L3NhbWw6QXV0aG5Db250ZXh0Pjwvc2FtbDpBdXRoblN0YXRlbWV
udD48L3NhbWw6QXNzZXJ0aW9uPjwvc2FtbHA6UmVzcG9uc2U+ 
 
 
 
 
 
 
 
 

Appendix - B 

 

 Healthix decode Participant request to get user and patient attribute 

o SAML2.0 IdP Post SamlResponse url-decoded 
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o SAML2.0 IdP Post SamlResponse url-decoded and base64-decoded 

<?xml version="1.0"?> 

<samlp:Response xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

xmlns:xs="http://www.w3.org/2001/XMLSchema" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" ID="_5dba6664-5624-4532-9247-

b1be94da623d" Version="2.0" IssueInstant="2016-07-27T20:43:29.1801097Z" 

Destination="https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SAMLAut

h.cls"> 

  <saml:Issuer>EpicSTS</saml:Issuer> 

  <Signature xmlns="http://www.w3.org/2000/09/xmldsig#"> 

    <SignedInfo> 

      <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

      <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 

      <Reference URI="#_5dba6664-5624-4532-9247-b1be94da623d"> 

        <Transforms> 

          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

          <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

            <InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="#default samlp saml xs ds xsi"/> 

          </Transform> 

        </Transforms> 

        <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

        <DigestValue>UNZG+VB06+aKIX4Z6FayJPrT9HE=</DigestValue> 

      </Reference> 

    </SignedInfo> 
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<SignatureValue>wcl2czgqetiJxAMtiShO98XnvmZgg1dI+rKJzOXlk/K2AHb/t5jdzNquUU48uU32

4QQWEmHt/LhYKiF7X5YJtf1ac6ffsIm0vilHKK6aV7PiGjXqYdEStZ6GPCm5V4aXolO8E7hFyXo

/leg3Ohf+7ehR/4pW3sSTugA18tdv3BMg5/ubVuJAJJAXMEhvreV76fZDLLQ+8Etlb9B5N/ihfW90

DnHTWGbxAtslWKgIe8v1wFtGxG3/dECJAbuN/hnLUB6PRN7u9pyLeaf8ArG2aVu1zh0cHrs2rD

EaLvL2iCfsdYfjOwhb3Ok/T/Z2TNQWPZw98bKsxJF34uW+MIPYxQ==</SignatureValue> 

    <KeyInfo> 

      <X509Data> 

        <X509SubjectName>CN=STS-TST.chsli.org, OU=Information Technology, O=Catholic Health 

Services of Long Island, L=Rockville Centre, S=New York, C=US</X509SubjectName> 

        

<X509Certificate>MIIF5jCCBM6gAwIBAgIKVM/aNQACAAB7GTANBgkqhkiG9w0BAQUFAD

BPMRMwEQYKCZImiZPyLGQBGRYDb3JnMRUwEwYKCZImiZPyLGQBGRYFY2hzbGkxITA

fBgNVBAMTGENIU0xJLUVudGVycHJpc2UtU3ViLUNBMTAeFw0xNjA1MzExNDA4NDRaFw

0yNDA1MDExNjQyNTFaMIGqMQswCQYDVQQGEwJVUzERMA8GA1UECBMITmV3IFlvcms

xGTAXBgNVBAcTEFJvY2t2aWxsZSBDZW50cmUxMDAuBgNVBAoTJ0NhdGhvbGljIEhlYWx0

aCBTZXJ2aWNlcyBvZiBMb25nIElzbGFuZDEfMB0GA1UECxMWSW5mb3JtYXRpb24gVGVja

G5vbG9neTEaMBgGA1UEAxMRU1RTLVRTVC5jaHNsaS5vcmcwggEiMA0GCSqGSIb3DQEBA

QUAA4IBDwAwggEKAoIBAQDEW1hvyxbLHRIn6u5spbKl5EDurCOJdxaR7FVOOneG3uz8rf+y

NXxvXx+a/PBt6crLSpDD/Z0rLwd/3FeZ33FIel73O3okAA17Pn6qGrPzoVPUh7w2/5Z39PV3TIyW

4Ya9IJXuuFJyC8KNcd/jPrXnl8PdHxeeSV+Gdt8MWmZ7m5rLnU14MDlOM+rYyXsqkZM8qcz8K

8k6EjLDwGTCerQnMvJhn2cHDQcg+4ZEZahl7QAGXxp6CY4uZvtpp6TK3NzfxwdSV9y+t/SGyq

9a+WXLhj75kNgB9HEjG3iCF8oG91cjQp48hd2sM2t4DaPnsJfM/I4K9ITrYWrFS/NAa8hdAgMBA

AGjggJmMIICYjAOBgNVHQ8BAf8EBAMCBaAwEwYDVR0lBAwwCgYIKwYBBQUHAwEwe

AYJKoZIhvcNAQkPBGswaTAOBggqhkiG9w0DAgICAIAwDgYIKoZIhvcNAwQCAgCAMAsGC

WCGSAFlAwQBKjALBglghkgBZQMEAS0wCwYJYIZIAWUDBAECMAsGCWCGSAFlAwQBB

TAHBgUrDgMCBzAKBggqhkiG9w0DBzAdBgNVHQ4EFgQUxAPhhYZB6smc94/O7LI7wLeutN

UwHwYDVR0jBBgwFoAUVBx6ZMmrtdpouK+HTETRFvFvFfwwWwYDVR0fBFQwUjBQoE6g

TIZKaHR0cDovL21tZGN2bTBibWNpMDAxLmNoc2xpLm9yZy9DZXJ0RW5yb2xsL0NIU0xJLU

VudGVycHJpc2UtU3ViLUNBMSgxKS5jcmwwgcgGCCsGAQUFBwEBBIG7MIG4MIG1BggrBgE

FBQcwAoaBqGxkYXA6Ly8vQ049Q0hTTEktRW50ZXJwcmlzZS1TdWItQ0ExLENOPUFJQSxDT

j1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2aWNlcyxDTj1Db25maWd1cmF0aW9u

LERDPWNoc2xpLERDPW9yZz9jQUNlcnRpZmljYXRlP2Jhc2U/b2JqZWN0Q2xhc3M9Y2VydGl

maWNhdGlvbkF1dGhvcml0eTA8BgkrBgEEAYI3FQcELzAtBiUrBgEEAYI3FQiHzZZxhKKyK4b

hgyOFx+9S05kJC4TqxV+GusZHAgFkAgEEMBsGCSsGAQQBgjcVCgQOMAwwCgYIKwYBBQ

UHAwEwDQYJKoZIhvcNAQEFBQADggEBAHQNbmoVsyeDCbN5w2Whm7Ek6PpEOuNQMzX

LkNXbRfl23/DxkpHwCk1ML1GEVMLsm/aIwflFXyyiSqgw2N0t9AEpZ9XBuxaEQ3OTNL/14xB6

9AinTpm9NmhICYuSBtrsX4NAGeVRVXCnw2iggrNqUTkRy1Hje8jlxyODyAr9ZvCTCuziL+7Srb

wgh545HsLLNA4nMXJj6lGaFOei4LG0Xv/dZ8/JcFiWQs+FSGnypnhOG+rQLdT0L8jYaOvxY9SA

LVfAYg9VkvcGEnjgT3zAGOfBhksscviuCzOd6X/OK+KIFSxTqfcJC09+k8yDWQBSSEZXY0Vr

XvgroVqgm+F1Bb0=</X509Certificate> 

      </X509Data> 

    </KeyInfo> 

  </Signature> 

  <samlp:Status> 

    <samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 

  </samlp:Status> 

  <saml:Assertion Version="2.0" ID="_de22d704-35ff-4444-8445-77fac5418dc6" 

IssueInstant="2016-07-27T20:43:29.1801097Z"> 

    <saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-

format:entity">EpicSTS</saml:Issuer> 

    <Signature xmlns="http://www.w3.org/2000/09/xmldsig#"> 

      <SignedInfo> 

        <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 

        <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
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        <Reference URI="#_de22d704-35ff-4444-8445-77fac5418dc6"> 

          <Transforms> 

            <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 

            <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

              <InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="#default saml"/> 

            </Transform> 

          </Transforms> 

          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

          <DigestValue>DTE+F49sM4Jxk8FL0AFHHjTH17w=</DigestValue> 

        </Reference> 

      </SignedInfo> 

      

<SignatureValue>uiztIEKVE+06BkfUvtQ8/nGrbgjN95a816vuHT3E4wTZzU0LIGlCW0J3XcHYD

+vFP9FeSxZQr4VOZLSeT/PDBUHT4lhtsE626vX1r7HI3K2zbudUmqedc6pHLXeriAxya2GfaqpPF

ys8NW9U7R5EIE3F1HzAdXFT4Cm3SS9+rzfTreFSpIS3u6VQpfbn3RqZUnEVPtH8Ws2AarhsSVs

yfZHg+sLzAG+OvfTdbR4NTFudQKJr+xzXPRCcXyiiaLlitbaNNA817/5kTgJ3eg6cAZx1NLF6FB

DiJi+DsyQdTLcGWTqYLYZxEBldq8guu8lqgFI8t9xvZTqRpoC1/qZngg==</SignatureValue> 

      <KeyInfo> 

        <X509Data> 

          <X509SubjectName>CN=STS-TST.chsli.org, OU=Information Technology, O=Catholic 

Health Services of Long Island, L=Rockville Centre, S=New York, C=US</X509SubjectName> 

          

<X509Certificate>MIIF5jCCBM6gAwIBAgIKVM/aNQACAAB7GTANBgkqhkiG9w0BAQUFAD

BPMRMwEQYKCZImiZPyLGQBGRYDb3JnMRUwEwYKCZImiZPyLGQBGRYFY2hzbGkxITA

fBgNVBAMTGENIU0xJLUVudGVycHJpc2UtU3ViLUNBMTAeFw0xNjA1MzExNDA4NDRaFw

0yNDA1MDExNjQyNTFaMIGqMQswCQYDVQQGEwJVUzERMA8GA1UECBMITmV3IFlvcms

xGTAXBgNVBAcTEFJvY2t2aWxsZSBDZW50cmUxMDAuBgNVBAoTJ0NhdGhvbGljIEhlYWx0

aCBTZXJ2aWNlcyBvZiBMb25nIElzbGFuZDEfMB0GA1UECxMWSW5mb3JtYXRpb24gVGVja

G5vbG9neTEaMBgGA1UEAxMRU1RTLVRTVC5jaHNsaS5vcmcwggEiMA0GCSqGSIb3DQEBA

QUAA4IBDwAwggEKAoIBAQDEW1hvyxbLHRIn6u5spbKl5EDurCOJdxaR7FVOOneG3uz8rf+y

NXxvXx+a/PBt6crLSpDD/Z0rLwd/3FeZ33FIel73O3okAA17Pn6qGrPzoVPUh7w2/5Z39PV3TIyW

4Ya9IJXuuFJyC8KNcd/jPrXnl8PdHxeeSV+Gdt8MWmZ7m5rLnU14MDlOM+rYyXsqkZM8qcz8K

8k6EjLDwGTCerQnMvJhn2cHDQcg+4ZEZahl7QAGXxp6CY4uZvtpp6TK3NzfxwdSV9y+t/SGyq

9a+WXLhj75kNgB9HEjG3iCF8oG91cjQp48hd2sM2t4DaPnsJfM/I4K9ITrYWrFS/NAa8hdAgMBA

AGjggJmMIICYjAOBgNVHQ8BAf8EBAMCBaAwEwYDVR0lBAwwCgYIKwYBBQUHAwEwe

AYJKoZIhvcNAQkPBGswaTAOBggqhkiG9w0DAgICAIAwDgYIKoZIhvcNAwQCAgCAMAsGC

WCGSAFlAwQBKjALBglghkgBZQMEAS0wCwYJYIZIAWUDBAECMAsGCWCGSAFlAwQBB

TAHBgUrDgMCBzAKBggqhkiG9w0DBzAdBgNVHQ4EFgQUxAPhhYZB6smc94/O7LI7wLeutN

UwHwYDVR0jBBgwFoAUVBx6ZMmrtdpouK+HTETRFvFvFfwwWwYDVR0fBFQwUjBQoE6g

TIZKaHR0cDovL21tZGN2bTBibWNpMDAxLmNoc2xpLm9yZy9DZXJ0RW5yb2xsL0NIU0xJLU

VudGVycHJpc2UtU3ViLUNBMSgxKS5jcmwwgcgGCCsGAQUFBwEBBIG7MIG4MIG1BggrBgE

FBQcwAoaBqGxkYXA6Ly8vQ049Q0hTTEktRW50ZXJwcmlzZS1TdWItQ0ExLENOPUFJQSxDT

j1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2aWNlcyxDTj1Db25maWd1cmF0aW9u

LERDPWNoc2xpLERDPW9yZz9jQUNlcnRpZmljYXRlP2Jhc2U/b2JqZWN0Q2xhc3M9Y2VydGl

maWNhdGlvbkF1dGhvcml0eTA8BgkrBgEEAYI3FQcELzAtBiUrBgEEAYI3FQiHzZZxhKKyK4b

hgyOFx+9S05kJC4TqxV+GusZHAgFkAgEEMBsGCSsGAQQBgjcVCgQOMAwwCgYIKwYBBQ

UHAwEwDQYJKoZIhvcNAQEFBQADggEBAHQNbmoVsyeDCbN5w2Whm7Ek6PpEOuNQMzX

LkNXbRfl23/DxkpHwCk1ML1GEVMLsm/aIwflFXyyiSqgw2N0t9AEpZ9XBuxaEQ3OTNL/14xB6

9AinTpm9NmhICYuSBtrsX4NAGeVRVXCnw2iggrNqUTkRy1Hje8jlxyODyAr9ZvCTCuziL+7Srb

wgh545HsLLNA4nMXJj6lGaFOei4LG0Xv/dZ8/JcFiWQs+FSGnypnhOG+rQLdT0L8jYaOvxY9SA

LVfAYg9VkvcGEnjgT3zAGOfBhksscviuCzOd6X/OK+KIFSxTqfcJC09+k8yDWQBSSEZXY0Vr

XvgroVqgm+F1Bb0=</X509Certificate> 

        </X509Data> 

      </KeyInfo> 
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    </Signature> 

    <saml:Subject> 

      <saml:NameID NameQualifier="Hyperspace" Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified">SJHEDMD</saml:NameID> 

      <saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"> 

        <saml:SubjectConfirmationData NotBefore="2016-07-27T20:43:29.1801097Z" 

NotOnOrAfter="2016-07-27T21:43:29.1801097Z" 

Recipient="https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SAMLAuth.

cls"/> 

      </saml:SubjectConfirmation> 

    </saml:Subject> 

    <saml:Conditions NotBefore="2016-07-27T20:43:29.1801097Z" NotOnOrAfter="2016-07-

27T21:43:29.1801097Z"> 

      <saml:AudienceRestriction> 

        

<saml:Audience>https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SAML

Auth.cls</saml:Audience> 

      </saml:AudienceRestriction> 

    </saml:Conditions> 

    <saml:AttributeStatement> 

      <saml:Attribute Name="EXTENSIONEMAIL"> 

        <saml:AttributeValue xsi:type="xs:string">Joel.Norman@chsli.org</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="FACILITY"> 

        <saml:AttributeValue xsi:type="xs:string">J</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNC"> 

        <saml:AttributeValue xsi:type="xs:string">0001175654</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNE"> 

        <saml:AttributeValue xsi:type="xs:string">E83332</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNF"> 

        <saml:AttributeValue xsi:type="xs:string">0002293576</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNG"> 

        <saml:AttributeValue xsi:type="xs:string">0001074021</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNJ"> 

        <saml:AttributeValue xsi:type="xs:string">0001479375</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNM"> 

        <saml:AttributeValue xsi:type="xs:string">0000960121</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="MRNS"> 

        <saml:AttributeValue xsi:type="xs:string">0003996315</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="ROLE"> 

        <saml:AttributeValue xsi:type="xs:string">Physician</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="SPECIALTY"> 

        <saml:AttributeValue xsi:type="xs:string">Emergency Medicine</saml:AttributeValue> 

      </saml:Attribute> 

      <saml:Attribute Name="user"> 

        <saml:AttributeValue xsi:type="xs:string">SJHEDMD1</saml:AttributeValue> 
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      </saml:Attribute> 

    </saml:AttributeStatement> 

    <saml:AuthnStatement AuthnInstant="2016-07-27T20:43:29.1801097Z"> 

      <saml:SubjectLocality Address="10.10.82.31" DNSName="chsli.org"/> 

      <saml:AuthnContext> 

        

<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

</saml:AuthnContextClassRef> 

      </saml:AuthnContext> 

    </saml:AuthnStatement> 

  </saml:Assertion> 

</samlp:Response> 

 

  


